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Abstract

Traffic dispersion graph (TDG) based meth-
ods for traffic classification gained attention
due to their visualization power together with
inference capability. In this work, we identify
the shortcomings in the TDG construction;
obtain a generic TDG set and employ princi-
pal component analysis on thus constructed
set alleviate the identified problems for better
classification and analysis of network traffic.

1. Introduction

Accurate classification and analysis of network traffic
is important for studying the trends of different ap-
plications and their resource usage. Classification of
network traffic is a challenging task due to the pres-
ence of large number of applications with widely vary-
ing characteristics. Network traffic classification meth-
ods can be broadly classified into port number based,
packet based, flow based, host based and graph based
methods. In the Graph Based method, network traf-
fic data is represented using a graph known as traf-
fic dispersion graph (TDG) in which IP addresses are
represented as nodes and the interaction between any
two IP addresses represent an edge. Graph metrics
on TDGs help classify application level traffic (Iliofo-
tou et al., 2007). It is demonstrated that application
traffic can be identified based on different graph met-
rics. TDG-based techniques received attention due to
their visualization and inference capabilities. However,
TDG construction faces several challenges, namely (i)
it is not easy to determine the period of trace collection
for constructing a TDG; Graph metrics are sensitive
to the time intervals and the classification accuracy
may get affected (ii) hour of the day during which the
trace is collected also affects the constructed TDG (iii)
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characteristics of network traffic depend on the capac-
ity of the link and the location of trace collection (
at the edge or core of the network) which in turn af-
fects the constructed TDG. In the present work, we
address all the above shortcomings in TDG construc-
tion by constructing a set of TDGs independent of (i)
observation time interval (ii) hour of the day traffic is
collected and (iii) the trace collection point. A unified
set of TDGs is obtained by including all these vari-
ations in the TDGs constructed. The input to the
PCA is a set of graphs (TDGs) and the output is a set
of eigenvalues (variation of bytes within a graph and
across the edges of TDGs) and eigenvectors (termed
as PCGs) associated with the input data. Each edge
in the PCG is then classified into potential application
it carries. The entire PCG is then classified according
to which application the majority of the edges carry.

2. Traffic Classification using Multiple
TDGs through PCGs

We consider two widely used traces, namely (i) trans-
Pacific 150 Mbps line (WIDE) collected on differ-
ent dates’ and (ii) CAIDA trace collected from 1
Gbps commercial backbone link (equinix-chicago and
equinix-sanjose)?. Each unique IP address is repre-
sented by a node in the TDG. T'wo nodes are connected
by an edge if the corresponding hosts exchange packets
in a given time interval on a specific port number. In
our experimentation, three port numbers, 53 (DNS),
80 (HTTP) and 443 (HTTPS) are considered. The to-
tal number of bytes transferred in the interval is used
as weight on the edge. In our experiments, each trace
is divided into 4 time intervals. Three TDGs (corre-
sponding to three port numbers) are constructed for
each of the 4 time intervals. For example, 900 seconds
WIDE trace is divided into 4 equal time intervals (225
seconds) and three TDGs are constructed for the flows
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with varying time intervals (150 seconds, 200 seconds,
250 seconds and 300 seconds) making the TDG con-
struction independent of observed time interval and
hour of the day. To avoid the influence of trace collec-
tion point on the constructed TDGs, we constructed
three TDGs from WIDE data sets (on different days
of 2009, and 2010) and one TDG from CAIDA data
set. We thus have 12 TDGs (4 (time intervals) x 3
(port numbers)) each capturing the effect of varying
time intervals, hour of the day, and trace collection
points. Vectorized form of the adjacency matrix rep-
resentation of a TDG is considered as a single dimen-
sion. Principal component analysis is applied on the
vector form of the TDGs to obtain principal compo-
nent graphs. Note that each dimension stands for a
TDG. After applying PCA, we obtain as many princi-
pal components as the number of dimensions). Each
principal axis is termed as a PCG which gives a uni-
fied view of the set of TDGs constructed. Obtained
PCGs capture the variation of the packet sizes within
the edges of the graph and across time intervals.

PCG Edge Classification: Every edge say (i, j) of
the PCG is classified as belonging to an application
by examining the contribution of the real value of
the PCGs and the values are compared with the
corresponding packet sizes on edge (i, j) of the set of
TDGs. The TDG having close packet size is picked
as the match and the corresponding port number
(in turn application) is assigned to the PCG edge (i,
j). All the edges of every PCG are classified in this
manner. PCGs are then termed as pertaining to a
particular application if majority of the edges belong
to a given application. Figure 1 show experimental
results obtained by considering two traffic applications
in 4 time intervals ((80, 53) - red, (80, 443) - green
and (443, 53) - cyan) with varying time interval for
TDG construction. In this figure red bar stand for
classifying the 8 obtained PCGs and classifying each
edge of the PCG as HTTP or DNS according to the
above described method. After classifying each of the
edge, majority of the edges in each of the PCG have
a pure application traffic, namely HTTP and DNS.
The last PCG (PCG8) has least variation and the
traffic corresponding to this PCG is noted to be DNS
application traffic. Green bar stand for HTTP and
HTTPS application traffic. Even though these two
applications are linearly not separable, through the
proposed PCG based classification method we could
achieve as classification accuracy as high as 99.46%
across different time intervals using same traffic trace
and 100.00% when traffic traces are different (refer
to figure 2. Cyan bar represents HTTPS and DNS
application traffic classification results. In this case as
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Figure 1. PCG Traffic Analysis: Single Trace, Vary-ing
Time Intervals (TDGs - different observed time intervals).
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Figure 2. PCG Traffic Analysis: Multiple Traces,Same
Time Intervals (TDGs - different trace collection points).
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well we have obtained classification accuracy as high
as 98.86% and 100.00% (refer to figure 2) for data
using different time intervals and data using different
traces. Figure 2 shows experimental results obtained
by considering different trace collection points.

3. Conclusion

Conclusion: We identified issues with the TDG con-
struction and address them using PCGs. PCGs are
experimentally shown to be capturing a unified view
of the variation of the traffic properties across time
and location.
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